TraCS Steering Committee Minutes
August 17, 2010
AST Conference Room, 5700 E. Tudor Road, Anchorage

1:30pm – 4:30pm

Teleconference: 800-315-6338, meet me code 8532#
Voting Attendees:

· Kat Peterson, AST (Vice Chair)
· Lance Ahern, DPS

· Jonathan O’Quinn, DMV
· Helen Sharratt, Courts
Voting On Phone:

· Cindy Cashen, AHSO (Chair)

· Angella Long, AACOP
· John Lucking, Soldotna PD

· Ulf Petersen, MSCVE

· Jack Stickel, DOT&PF
Non-Voting Attendees

· Joanna Reed, AHSO (Recording Secretary)

· Marcus Andersson, DPS

· Maxine Andrews, AACOP

· Oran Dennison, DPS

· Chris Melander, Cambridge

· Alina Moldovan, DPS

· Dave Monroe, CTG

Non-Voting On Phone

· Tom Clemons, AACOP
· Lisa Idell-Sassi, DOT&PF

Voting Members Absent

· Don Brand, Corrections

· Katie Breci, AK Railroad Corp.

· Justin Doll, APD
Meeting begins at 1:32pm
I. Internal Committee Business

A. Approval of minutes from July 13 meetings.
· Angella Long motions to approve, Jonathan O’Quinn seconds, all in favor, motion carries.
B. No other Internal Committee Business.
II. Updates on Action Items from Previous Meetings 
A. Update on Shape files (Dave Monroe)
· They are working with the developer and have a copy of the software with shape files installed.  They are not complete but more so than in the past; not all roads are labeled. 
· They are working with accurate GIS resources within DPS. 
· Have a product installed on Dave’s, Kat Peterson’s, and Alina Moldovan’s machines.
B. Draft Grant Agreement for Palmer Police Department (PD) TraCS Training (Cindy Cashen)
· The committee went through the draft agreement in-depth and made changes. 
· Jonathan made the Committee changes and will email the document to Cindy. 
· Cindy will finalize the changes within the document and send out to the Committee.
·  Helen Sharratt will talk with her department about the task of assisting the Court system with local ordinances, offense and other tables, and Cindy will talk with Palmer PD to see who will do this item. 
· Cindy will talk to Kerry Sanders about breaking down the Equipment (500) line into the specific equipment and supplies necessary (consumable supply and tool list), and who and when these items should be purchased. 
· Angella will ask the AACOP Board about maintaining the TraCS website after the grant year is complete and the possibility of Officer Gipson maintaining the site. 
C. Jonathan will check to see what the requirements are to get the DMV money to DPS. 

· DMV can RSA the funds, but this is contingent on the encryption decision.
· Jonathan suggested the possibility of purchasing the laptops and installation with funds other than from FMCSA.
· The committee needs to hear what FMCSA will want to do first.
D. Committee will brainstorm about TraCS Forms: 
· Establish a process for adding forms to TraCS.

· Establish criteria for form inclusion.

· Type of database or spreadsheet to track form requests and progress.

· Who will maintain this tracking list?

· What information will be included on the tracking list (e.g., form owner, date requested, uniformity, date of implementation, current and upcoming projects, etc.)?

· Should this tracking list be kept in the Traffic Safety Resource Guide and/or elsewhere?

· Safeguards to check if forms are appropriate for inclusion.
· Lance Ahern motions to table this item to the next meeting, Jonathan seconds. All in favor; the item is tabled to next meeting.
E. Kat will contact NY to for suggestions on how to track form requests for inclusion in TraCS, and the criteria for inclusion.

· They don’t track requests for inclusion in TraCS; their trainers are law enforcement. The forms are created as they are brought in. 
F. Encryption: 
· FMCSA sent the following information in an email:
[image: image1.emf]
· Laura will ask FMCSA contact about solutions to the encryption requirements, or other state contacts to ask for solutions.
· CMV will research manufacturer installed encryption hardware.
· Without written requirements it is difficult to comply and enforce. 

· Lorrie Laing will ask in Ohio about the encryption requirements.
· Kat will ask other states about the encryption requirements when she travels to the National TraCS meeting in August.
· Lance will put a proposal together documenting the DPS security package.
· Jonathan will come up with some questions concerning easily implemented encryption solutions. 
· Table this discussion until next month until after we find out if Ulf’s grant is accepted.
III. Other Short Business
A. No other short business
IV. Items for discussion

A. AACOP TraCS Monthly Activity Report (Maxine)
 AACOP TraCS Project Accomplishments July 14-August 17, 2010
 Misc. 
· Participated in the Steering Committee Meeting 7/13/2010. 

· Website update: Steering Committee Minutes and Agenda 

 Courts 
· Analyze Offense Codes for E-Citations Report for accuracy of DMV codes 

· Analyze CourtView “Timeliness of Minor Offense Case Creation (7/1/2010 to 7/31/2010) report and generate questionable citation list and comparison graphs 

· 6856 total citations filed with court: Old Format 1524 (22%); MOA e-citation: 944 (14%); AUC 2794 (41%); TraCS 1594 (23%) 

· TraCS Citations: AST 1191, Homer PD 10, Kenai PD 10, Kodiak PD 6, Nome PD 11, Palmer PD 88, Seward PD 5, Soldotna PD 159, Wasilla PD, 83, Whittier PD 2, University of Alaska Fairbanks 10, Fairbanks Airport 18, DOT 1 

· Questionable Citation Report 

· 3 Nome Citations show Agency Officer Code of North Pole PD 

· 59 citations with citation date older than 2 years 

· 2 TraCS too few characters <17 

· 3TraCS with wrong format (contain dash or Alpha after the “E” 

· 95 AUC too few characters <13 

· 1 AUC too many characters >13 

· Determined that the Palmer Court had a defective scanner. 

Installation 
· Equipment installed: no equipment installed this period. 

· Training completed: no training completed this period. 
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B. DPS TraCS Monthly Activity Report (Kat, Lance)
· Juneau, Ketchikan, and AK Railroad are all that’s left. Juneau is going with both Crash and Citation in TraCS. Trying to coordinate both Juneau and Ketchikan together. 
· Met with Panasonic representative on July 22:

· Signed NDA for access to Panasonic product info (such as new CF 31)

· Received CF 31 and brought in contractor to build new image for this device

· Purchasing some equipment to improve internal support for ToughBooks that go bad

· Preparing to swap all Panasonic port replicators

· TraCS Pack Auto-Update issues resolved for the TraCS client.

· A new major updated version of TraCS was released by the vendor last week and had a few issues.  We are expecting a new release sometime today. If it passes testing, we can publish that as soon as next week.  Everyone must be on the new version before we can start making use of its new features including better file compression and smaller updates.

· DPS Network staff is expecting to complete the build of the new server and security environment sometime next week and then the build of the production environment can begin. We still need to finalize how we are going to provide remote access to the repository, but we will be able to receive and store data as soon as it is implemented.

· The newest version of TraCS Web was shown at the National Model Steering Committee meeting and Alaska is on board as a Beta testing state for TraCS Web.  The product looks very stable and has almost all the functionality of the standalone client.  They are still working on the PDF export and printing functionality and expect to have that in place in time for Beta testing to officially begin in early October.

· Restructuring is going on in Iowa. There will be a period of transition, but no loss of support. As part of the restructuring there will be an increase in fees. 

· Discussion of product roadmaps, marketing, and more development of the case management side of TraCS (RMS). 

· TraCS now has a Facebook and a Twitter site.
· We have received the newest version of the Incident Locator Tool (ILT) v5.0 with the Alaska maps. We are working with the developer to resolve some of the issues with both the application and the map. DPS is also working with our internal GIS resource to be able to start maintaining the map data internally at DPS.

· The FMCSA encryption requirement was discussed at the National Model Steering Committee meeting and there was little input from the other agencies.  Most agreed that without a written set of guidelines, any compliance requirement would be difficult to test or enforce. The use of an open source solution was suggested by one agency but without any configuration recommendations.

· DPS met with DMV and DOT for Crash Reporting business and technical review, and Dave is now working with Jonathan and Allan on the Crash repository database.

· Alina is evaluating ABC TraCS requirements: 

· started looking into the ABC's NOV and IR forms development;

· contacted Robert Beasley who sent filled out versions of both forms;
· scheduled an appointment with Joe Hamilton to go on inspections with him on August 30; and 

· For the 12-213 AUC form, added code to prevent citations with all 0's citation numbers from being issued.
· We’ve tested our BizTalk mappings that pull from the TraCS repository against over 1700 TraCS citations and discovered some data validation issues that have since been corrected in the TraCS client.
· We’ve created a new DataMapping database for BizTalk mapping that enables us to efficiently map from DPS code table values to Courts code table values.
· We are continuing to automate more of the weekly TraCS build/deploy process.  Each build/deploy is down to about 4 minutes now.
C. Cancellation of pre-printed  12-213 AUC (Maxine)
· Maxine wants to use some of these funds instead to install TraCS in Soldotna or other agencies. DMV will fund Soldotna’s mounts. Maxine will work with AHSO to submit a project revision form to include Soldotna equipment and installation.

· Jonathan will work on the RSA funds for the Soldotna mounts and Whittier – DPS will provide Jonathan with a dollar amount. 

· Only two agencies have asked for the pre-printed forms. Helen makes a motion to cancel the pre-printed AUC, but then withdraws the motion.
· Kat and Helen will work on the citation.
D. DMV central server project (Jack Stickel /Jonathan) 
· October 24th a contract will be awarded. 
· The DMV grant with AHSO must be spent by Sept 30th; unexpended money will go towards working on interfaces. 

· Working on initial database design. 

· A draft of the database has been finalized; it will be up and running by the time the contractor is ready to go with the application. 
· Jack indicated a contractor will be selected at the end of the week and the contract awarded by the first of September.
· Jack will work with Lance, Jonathan and other interested parties to meet with the contractor to make sure all aspects are identified. Last week in September or earlier. 

E. DOT data crash system timetable (Jack)
· Statewide transportation improvement program funding will be used for this program and needs to be approved by FHWA. 
· A kickoff meeting will be in January. 
· This will define long-term how we collect and store crash data and how we integrate with GIS and linier referencing system. 
· Model the existing programs in the mainframe.
· All users of the crash data will want to be at the kick off meeting. 

F. Second Annual Alaska TraCS User Group meeting
· Table this to next meeting. 

V. Last Minute Items

· Jack Introduced Lisa Idell-Sassi who will be participating in the meetings.
VI. Action Items as a Result of this Meeting
· Jonathan made the Committee changes to the Palmer Grant and will email the document to Cindy.

· Cindy will finalize the Palmer Grant and send out to the Committee. 

· Helen will talk about the task of assisting the Court system with local ordinances, offense and other tables with her department, and Cindy will talk with Palmer PD to see who will do this item. 

· Cindy will talk to Kerry Sanders about breaking down the Equipment (500) into the equipment and supplies necessary. A consumable supply and tool list. Who and when these items should be purchased. 

· Angella will ask the AACOP Board about maintaining the TraCS website after the grant year is complete and the possibility of Officer Gipson maintaining the site. 

· Jonathan will confirm the deadline for using DMV grant money.  
· September Meeting item - If we can’t get past encryption, maybe we can start using the DMV grant money for the items not affected by the encryption requirements.
· Maxine will identify the local law enforcement agencies that need only equip and not computers.
· Kat and courts will work together to get the 12-213 AUC HB 386 approved for Soldotna. 
· Maxine will work with AHSO on grant revision to include Soldotna equipment and installation.
Helen makes motion to adjourn, Jonathan seconds. All in favor; meeting adjourns at 4:37pm.
Next meeting schedules 
TraCS Meeting Dates
· September 14, 2010
· October 12, 2010
· November 9, 2010
· December 14, 2010
· January 11, 2011
· February 08, 2011
· March 08, 2011
· April 12, 2011
· May 10, 2011
· June 14, 2011
· July 12, 2011
· August 09, 2011
· September 13, 2011
· October 11, 2011
· November 08, 2011
· December 13, 2011

All meetings will be held in the AST Conference Room, 5700 E. Tudor Road, Anchorage from 1:30pm-4:30pm, unless otherwise stated.  
To combat the threat the organization face with the Mobile IT devices, the Federal Motor Carrier and Safety Administration (FMCSA) have developed guidance for all FMCSA and State Partners Laptops to implement Full Disk Encryption.


Full-Disk Encryption: Full-disk encryption (FDE) is a process that encrypts all contents on a disk without user action. This includes the operating system and any temporary files. Without FDE, the temporary files can often disclose important confidential data to a would-be thief.  FDE also provides support for pre-boot authentication.





The FMCSA State Partners should choose any vendor’s solution that fall within the following guidelines:  





Should consider solutions that use existing system features (such as operating system features) and infrastructure. 


Pre-boot authentication: Whether authentication can be required before booting the computer, thus allowing one to encrypt the boot disk. 


Custom authentication: Whether custom authentication mechanisms can be implemented with third-party applications. 


Multiple keys: Whether an encrypted volumes can have more than one active key. 


Passphrase strengthening: Whether key strengthening is used with plain text passwords to frustrate dictionary attacks. 


Whole disk: Whether the whole physical disk or logical volume can be encrypted, including the partition tables and master boot record. Note that this does not imply that the encrypted disk can be booted off of; refer to "pre-boot authentication" in the features comparison table. 


Partition: Whether individual disk partitions can be encrypted. 


File: Whether the encrypted container can be stored in a file (usually implemented as encrypted loop devices). 


Swap space: Whether the swap space (called a "pagefile" on Windows) can be encrypted individually/explicitly. 


Hibernation file: Whether the hibernation file is encrypted (if hibernation is supported). 





        Should offer easy centralized management for administration, deployment, upgrades, auditing, hot-revocation recovery (Administrators can remotely enable and disable users and machines with one push), and synchronization.


 


Should ensure that all cryptographic keys used in a storage encryption solution are comply with Federal Information Processing Standards (FIPS 140-2), secured and managed properly to support the security of the solution. 





Should have a strong Access Control that require users to authenticate successfully before accessing the information that has been encrypted ( Pre-Boot Protection) and future Certificate Integration such as Public Key Infrastructure (PKI), etc. The solution to be implemented should offer secure hibernation and authenticates both users and machines prior to the system ever booting. It must also offer pre-boot event logging. 





Should implement measures that support and complement mobile storage encryption implementations for end user devices. 





It must encrypt data on-the-fly and be transparent, requiring no end-user training. 





Must help to eliminate the need for hard drive shredding. 





1.                  AUTHORITIES





a)      Federal Information Security Management Act of 2002 (Title III of P.L. 107-347)


b)      Pub.L.104-191 (Health Insurance Portability and Accountability Act of 1996 (HIPAA)


c)      OMB Memorandum, M-06-16, Protection Sensitive Agency Information, June 23, 2000


d)      Department of Transportation, Protecting Mobile Information Technology Devices January 16, 2008


e)    OMB Circular No. A-130, Appendix III, Security of Federal Automated Information Systems, November 28, 2000


f)     National Institute of Science and Technology (NIST) Special Publication (SP) 800-111,Guide to Storage Encryption Technologies for End User Devices, November 2007


g)    Federal Information Processing Standards (FIPS) Publication 140-2, Security Requirements for Cryptographic Modules, May 25, 2001











